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Abstract
Whether on a desktop, laptop, tablet, or smart-
phone, employees are becoming increasingly 
mobile within traditional office environments, 
creating new requirements for access, security, 
and management. This ability to work any-
where is equally likely to take workers beyond 
the confines of a traditional office environment, 
introducing new challenges stemming from 
the use of personal devices that communicate 

over unsecure Internet connections. Mobility 
extends beyond just wireless access points and 
controllers and encompasses identity and access 
control, device management, application and 
end-user virtualization, and security. BYOD and 
remote access are the new norm and the now 
permeable network edge must be approached 
with mobility in mind first.
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What is Mobility?
Today, people expect access to their work and digital 
lives regardless of where they are, and organizations 
are forced to meet these demands. Mobility starts with 
wireless network access (WiFi), but includes much more. 
Device and application management, identity and access 
control, virtual desktop infrastructure, guest analytics, 
location-based services, and public safety are all becoming 
required components of any holistic mobility architecture. 
In addition to connecting users, mobility is about enabling 
organizations to engage new audiences, spot trends, 
identify opportunities, and connect with both employees 
and clients more efficiently and effectively than has 
previously been possible.

Mobility is redefining how employees, partners, and 
customers interact with the services provided by IT. To 
support the ubiquitous presence of personal devices in the 
workplace, at the point of sale and beyond, organizations 
must deliver universal access to the people, applications 
and data that users need, all while capitalizing on a unique 
opportunity to derive fresh insights and ensure the integrity 
of an increasingly permeable network border.

Why Mobility Matters
As of 2016, 31% of people in the United States reported using 
5 devices or more, the average being 3.6 per person. Most 
often, these devices are connecting wirelessly, and many 
aren’t even capable of a wired connection. On top of that is 
the explosion of IP enabled autonomous devices. Whether 
they are printers, cameras, room booking interfaces, digital 
signage, audio/visual systems, or other internet of things 
(IoT) smart machines, they represent an explosion of 
network connected devices that will add additional strain 
on WiFi networks everywhere. Combining these trends, it 
is clear that a robust and resilient wireless infrastructure 
is now a baseline requirement for every organization. In 
addition to this proliferation of mobile devices, organizations 
are embracing new technologies such as virtualized 
computing, software as a service (SaaS), and unified 
communications to help them compete cost-effectively in 
this new mobile environment. This requires the network to 
evolve from an IT resource to a strategic enabler.

Looking deeper, we recognize that the devices people use 
at work are often personal devices, not sourced or controlled 
by organizational IT. Additionally, the spread of high speed 
internet connections has enabled people to work, and to 
interact with your products and services, anytime and from 

anywhere. These well-established expectations to bring your 
own device (BYOD) and enjoy constant access regardless 
of location necessitate new methodologies and tools to 
support device onboarding and security, identity and access 
management (IAM), virtual desktop infrastructures (VDI), 
and a litany of location-based services. Once seen as a value-
add, these technologies are quickly becoming essential for 
any successful organization.

Interestingly, the same ubiquitous wireless networks 
extending the footprint of corporate IT beyond the confines 
of the cubicle have also given rise to new consumer demand 
for access, opening new opportunities for customer 
insights in real-time. An effective mobility strategy means 
supporting both the base requirement for employee access 
while also capitalizing on the opportunities to engage with 
users wherever they connect. The fact that we all carry 
smartphones, tablets, and more into the venues we visit 
presents an opportunity for those venues to engage with  
us via these mobile devices. Venues can leverage guest Wi-
Fi and browser-based advertising as well as mobile apps  
and BLE beacons for indoor mapping or location-based  
push notifications.

Whether you are responsible for IT in a corporate office, 
on a university campus, in retail or branch locations, at a 
public venue, within a hospital, or at a hotel or casino, your 
employees, partners, and customers expect a responsive 
mobile experience. For any organization to succeed today, 
the quality of this experience is paramount.



White Paper | Mobiltiy 03

How to Deploy Mobility
When you start thinking in terms of mobility, rather than 
just WiFi, a whole world of opportunity opens. To take 
advantage of these opportunities, you must approach 
mobility thoughtfully and holistically. Wireless coverage 
in your work environment is an important foundation, not 
a complete victory. A comprehensive mobility strategy 
includes WiFi, mobile device management, mobile 
application management, identity management, access 
control, application virtualization, end-user computing, 
beacons, and more.

Mobility begins with defining what you want to support, 
what you want to accomplish, and what you want to control. 
Use these answers to develop mobility and device strategies 
and to assess mobile application needs. A properly defined 
mobility strategy will enable users to choose the devices 
they find to be productive while not requiring IT to maintain 
support on an infinite number of device types. As you 
build out your strategy, optimize IT tools and processes for 
mobility. As you take control of end-user devices through 
policies and security functions, your ability to offer more 
wireless devices while still controlling cost increases as 
the platform becomes more secure and manageable. 
Focus should also be devoted to extending voice and 
video communications and collaboration. To better offer a 
converged environment where users have access to all their 
respective files and applications across a variety of devices 
with a great user experience, a well architected mobility 
platform must allow you to control access and to report on 
service performance.

To maintain the integrity of your mobility platform, you 
must secure communications, applications, and printing, 
while protecting data on devices and in transit. A mobility 
platform consisting of a mobile device management 
(MDM) solution allows you to ensure devices are utilizing 
enterprise-grade encryption on network access.  Virtual 
private network (VPN) and virtual desktop infrastructure 
(VDI) solutions can be propagated to end-user devices 
in a fashion that respects the organizational security 
posture and mitigates exfiltration risks. Access determined 
by certificate and profile type on the end-user device 
maintains organizational standards for resource access 
without the end-user’s input.  This relieves helpdesk from 
having to maintain end-user devices and/or manually 
associate and support the devices, without outright control 
of protected data on the device.

To get the most out of mobility, leverage your platform to 
increase client engagement and derive customer insights. 
Information and reporting on user activity can be used 
to better understand the flows of people in and past 
locations.  It can also be used to discover users who have not 
returned to a location for re-engagement. A themed WiFi 
access places the user onto the network while gathering 
information suited to tailor engagements to that individual 
such as rewards and loyalty engagements.

Beyond user engagement, location data can be used for 
public safety by knowing where devices and people are in 
a building to determine if a space is occupied, especially 
in the event of an evacuation, etc.  Today’s tools can track 
a user/device within a certain degree of precision. Another 
aspect of public safety is the ability to use specific access 
points to deliver 4.9gGHz, 802.11j wireless coverage for 
security personnel and their conveyances, in addition to 
standard WiFi coverage for users.

While mobility is more than just WiFi, a rock solid wireless 
network is the foundation for most mobility services. To 
ensure the best user experience, modern networking 
improvements such as mGiG, PoE+, and UPoE should be 
used as needed. 

Finally, remember that in addition to on-premises solutions, 
there are many cloud-hosted partners offering products 
to provide engagement, loyalty services, and reporting 
on location-based services. Always consider using cloud 
delivery options for mobile services.

Conclusion
Mobility is the future of communication. Today, we all 
demand nonstop connectivity to virtually everything, no 
matter where we are. IT organizations must accept this and 
build robust mobility platforms to ensure that our users 
have a great experience with our products and services 
regardless of their location, choice of device, or preferred 
connectivity method. Mobility starts with wireless networks, 
and ends with a complete platform comprised of tools that 
ensure a consistent user experience.
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